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	Faculty Information
	Name
	Nyoman Bogi Aditya Karna

	
	E-mail
	aditya@telkomuniversity.ac.id

	
	Home University
	Telkom University

	
	Department
	Electrical Engineering

	
	Homepage
	https://aditya.staff.telkomuniversity.ac.id

	Course Information
	Class No.
	18552
	Course Code
	ISS1154
	Credits
	3

	
	Course Name
	Introduction to Cybersecurity

	
	Lecture Schedule
	Mon-Fri / 09:00 ~ 15:00

	
	Course Description
	This course introduces cybersecurity through a practical, hands-on approach. We will explore key concepts and techniques in ethical hacking by using tools such as virtual machines, Wireshark, Snort IDS/IPS, and Python Scapy. Topics include cyber defense and penetration testing across the TCP/IP stack, covering both network and application layers.

	
	Course Objective
	By the end of this course, students will be able to:
· Explain how a specific cybersecurity software tool works and demonstrate its basic usage.
· Install and configure a selected cybersecurity software tool.
· Perform penetration testing using appropriate tools and methodologies.

	
	Prerequisite
	Understanding on how computer network works

	
	Materials/Textbooks
	1. Andrew S. Tanenbaum and David J. Wetherall, "Computer Networks, Fifth Edition", Pearson Education Limited, 2014
2. Matt Walker, “CEH Certified Ethical Hacker All-in-One Exam Guide”, McGraw-Hill, 2012

	Evaluation
	Attendance
	0%
	Quiz
	20%

	
	Assignment
	0%
	Mid-term Exam
	40%

	
	Presentation
	0%
	Final Exam
	40%

	
	Group Project
	0%
	Participation
	0%

	
	Etc.
	Evaluation Item
	Ratio

	
	
	
	%

	
	
	
	%

	Daily 
Lecture Plan
	Day 1
	How TCP/IP Works, especially in HTTP and SMTP

	
	Day 2
	Cyber Defense: Proxy and Virtual Private Network

	
	Day 3 
	Cyber Defense: Firewall

	
	Day 4
	Cyber Defense: Intrusion Prevention System

	
	Day 5
	Mid Exam using LMS (learning.hanyang.ac.kr)

	
	Day 6
	Sniffing and Spoofing using Python Scapy

	
	Day 7
	Cyber Attack: Denial of Service Attack using Python

	
	Day 8
	Cyber Attack: SQL Injection and XSS

	
	Day 9
	Penetration Testing

	
	Day 10
	Final Exam (learning.hanyang.ac.kr)
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